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Legal AI topics

Data Protection

- Do we have a proper contract when using a
provider (e.g., a DPA, EU SCC, no own use of
our data)?

Do we tell people about the purposes for which
we use their data or create data about them,
and do we have a legal basis insofar required?

Do we have measures in place if the Al produces
wrong or otherwise improper data about them?

When an AI makes important decisions about
them, can they have it reviewed by a person?

Is our Al protected against misuse, attacks and
other security issues, in particular if we allow
third parties to use it (e.g., chatbot)?

Can we honor access and correction requests?
Have we done a risk assessment (incl. DPIA)?

Contractual Commitments, Secrecy

+ Do we comply with our secrecy obligations (e.g.,
when using providers, data leakage prevention)?

Do any of our contracts prohibit our intended use
case (e.g., NDA that also restricts use of data)?

Author: I (dar

— the context

GO to vischer,

Checklist: 18 Key AI Compliance Issues = the issgan o ree

SUes below ang
(0 registratign omnagement
Al = any system that produces output on the basis of training instead of only programming Tequired)

Third-Party Content Protection
- Do we feed third-party content to Al systems only
where our licenses or legal exemptions permit so?

- Do we avoid generating content that resembles
pre-existing content of third parties?

EU AI Act (applies on a rolling basis from 2025-2027)

-+ Do we make sure we are either not subject to the

Al Act or what we do is not a prohibited practice AI Act O n Iy O n e

and, if possible, also not a "high risk" Al system
(and do we otherwise deal with it properly)?

Where an Al creates deep fakes or interacts with tO p I C Of Seve ra I

or watches people, are they made aware of this?

Other (also ethical) Aspects

- Do we avoid discrimination when using AI?

- Do humans (really) keep control over the use of AI?
+ Does our Al generate output we can justify/explain?

Do we tell people how we use AI where it may be
unexpected and allow them to opt-in or opt-out?

Do we have adequate testing, monitoring and risk
management of AI?
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Al Act: What it's all about

« No general regulation of the use of Al
« Instead: Product regulation with a focus on safety

« Prohibited Al practices vischerink.com/ai-act-uc

Text: vischerlnk.com/ai-act

« Rules for "high-risk" Al systems, general-purpose Al models

« Individual (transparency) requirements for other Al systems
« Supplements existing law (GDPR, DSA, contract law, etc.)

Timeline EU Al Act

Entry into force | Prohibited Al = General Purpose Al Models, All other provisions High Risk Al Systems
conformity assessment body per Annex ||
On 20th day 6 months 12 months 24 months 36 months
following
publication
02/2025 08/2025 08/2026 08/2027
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Al Act: To whom it applies Petaled essay on the g, oy

N vischerlnk.com/3ZkPOYh

|

- Deployer: "using an Al system under its authority"

- If established in the EU or
- If Al output is used in the EU (as intended) E3
 Provider: "develops an Al system ... and places them on the

[EU] market or puts the system into service [in the EU] under
its own name or trademark" E3

« Joint development? Engage provider + "powered by..."
« Also who re-purposes a system for a high risk use case (Art. 25)

See AI Act Check at
vischerlnk.com/gaira

« Other roles: Importer,

Distributor, Product Manufacturer, | RIS~ TR - [T

EU representatlve "Provider" "Deployer" "Deployer"

and "Provider" or nothing
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Al Act: At a glance

ﬂ Putting self-developed
Al system into
T Offer AI system
S O® operation in the EU in the ‘I;U ﬂ

under its own name

Deployers AI output in
based in the EU the EU [ ] B Seat of the
B Provider
Prohibited 7%,

O O

AI applications
Nationality

|

Residence*

High-risk AI
systems

Al applications with

transparency obligations
* Place of a person is relevant for the assertion of rights
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Al Act: What is "AI", after all?

« They have no clear understanding of what Al is
« Is it a copying machine since OCR is based on a neural network?
« As per the EU AI Act "a machine-based system that is designed

adaptiveness after deployment, and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate
outputs such as predictions, content, recommendations, or
decisions that can influence physical or virtual environments"

 The only practically relevant element is "autonomy"

« In simple terms: An IT system that has been trained on "C\ ]
how to decide, not only using programmed logic ...

« But to which applications in your company does this apply?

Creator: TseKiChun Ot
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Al Act: Prohibited practices — private sector view

« Some use cases

Al subliminally, deliberately manipulating or deceiving a person
to significantly influence their behaviour (so that they can no
longer make correct decisions) or to exploit the weaknesses of
vulnerable people, which can lead to significant harm to them

Al to categorise people according to their race, political, religious
or secular views, sexual orientation or sex life based on biometric

Common and legitimate
practices, e.g. in the
area of advertising,
which comply with the
law, should not be
covered

This is about correlating

characteristics —p race or "inner" aspects

Social scoring or profiling using Al leads to unfavourable
treatment in areas that have nothing to do with the data used or __,
that is unjustified or disproportionate

with external appearance

Use of data for "a specific
purpose" not in scope?

Not e.g. fraud analysis of

Al to predict whether a person will commit an offence, with —> transactions, AML or DLP

exceptions
Emotion recognition in the workplace/in educational institutions

Not where used only for

/ safety or health purposes

or not based on biometrics
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Example: Chief LOL Officer

&baloise The following AI practices shall be prohibited:

Versichem v Firmagriinden v Konten, Karten & Finanzierung v Anlegen v Nachhaltigkeit xomukns.o

... the placing on the market, the putting into
service for this specific purpose, or the use of
Al systems to infer emotions of a natural

% person in the areas of workplace and

Der Chief LOL Officer e education institutions, except where the use of

Lt iachen - gesunabalian B ¢ "™ the Al system is intended to be put in place or

sox oeRBALOISE meaercnie into the market for medical or safety reasons;
r

«Chief LOL Officer»: Griesgra- =" g
I'I'Iige Al’lgeste“te bekom men er Intensit&t des Lachens (iber einen bestimmten .
Memes und Fails wertet das Gerdt die Stimmung im Biro aus. The people responSIble fOr
Ist am Arbeitsplatz die Stimmung im Keller, schickt der achen x | € g d | rev I ew I n g NeEwW a p p S
::sr.s:el:el(r::istks:r:]z:er::r:l:ilts:ri::t;:r:;‘::;:ftz:f:::er» 1t gelacht wird, teilt der Chief LOL Officer lustige In- a p p a re n t | y k n e W n Ot h I n g
mies gelaunte Mitarbeitende. dem Internet mit den Mitarbeitenden, um allen a bo ut |t e

-~ ———..pause zu ermdglichen.
Quelle: 20 Minuten
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Al Act: High-risk Al systems - private sector view

- Safety components of products that already today require
conformity assessments by third parties (according to a list)

« E.g. medical devices, toys, radios, elevators

Biometric
authentication is

« List of further AI use cases (only some are private sector) gy
« Biometric emotion recognition, categorisation, remote ident. Z—_, £ sentiment analysis

based on voice, but not

« A safety component for (certain) critical infrastructure BB Cr B0

- For assessments in the educational sector E.g., an image search
. ® feature that relies on

« For assessments of applicants and employees or decisions face recognition, but

not on metadata

concerning them in detail (e.g. allocation of tasks, pot. DLP)
- To manage access to key public services and healthcare or ___, Butnotthe ‘Robo-

Doc" = medical

emergency services device
* For assessing creditworthiness or pricing re some insurances
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Al Act: Most important obligations

Obligations for high-risk AI systems (selection)

« Provider: Risk and quality management, data quality, conformity
assessments, registration, EU representative, instructions,
documentation, incident monitoring incl. reporting obligations

« Deployer: Compliance with instructions, suitable input, human
monitoring, reporting obligations, transparency, assessing impact

Obligations for other AI systems
« Provider: Reference to interaction with AI, watermarking

- Deployer: Notice about biometric emotion recognition, deep
fakes and Al-generated and automatically published content
of public interest must be recognisable as such

Further rules exist for general-purpose AI models

NO Qeneral r

T apart from the o

ules on how to use

bligati
Promote " litergfyt.',"” to

Check each use case
to determine the role
of the organisation
and whether it is
within the scope of
the AI Act
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Al Act: How to prepare yourself

« Create an inventory of your Al applications
« Do not only list tools but also use cases

« Do you have adequate policies and accountabilities?

« Assess whether the use cases are "in scope”
« Both from a geographical point of view or in substance
« If they are "high risk", can you avoid this?

« If so, assess which role(s) you will have
« If you are a "provider", can you avoid this?
« Check out the steps necessary for implementation

« Have your (AI) supplier contracts checked/amended

Will we use Al to j i
0 identify o
analyse Pe€ople based on )éherir
features or behaviour?

Will we use Al to
_ atwork orin e
Influence people

assess people
ducation or

unknowingly?
Will we use
functions t
people's

Al for decisions or
hat could impact
lives or safety?
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Al Act Checker (free, op

Is your application subject to the EU Al Act?
4

ersion 14.5.202¢

I srection: The EU A1 et ance i force, il gores 3 sombir of M s e, whathor thy o phc inthe EU o 10t ..t i A

retrtoral sfce), Tis werkshest ke you

i o, N that evn

12 cxve, it o

Company: Bank ABC
Department: zskh Management

Application ouner

Peter Parker

Status and date o ik aszessment

Name of application:

Scope of assessmentinchudes:

5 |Step 4:

Scope of assessment does ot inchde:

Step 1:

101

102

105

Step 3:

201

Do you make use of an autemated compans,
cutput bazed aninput at least parially g

Couldyour appio ation be qualiied 32 doing
Aot

8
9

Couldyour spplic ation be qualiied 23 doing
Aotz

Summary

Subject to the Al Act:
Type of Al system as per the Al Act:
Role(s) you have under the Al Act:

e atonlleuel of persons,or (i) Al s be used o
monitr ordetect prohibied behaviou daring ests
o i i b A = d-rminii exemption for
2 4l o highrisk systems doss nt
doss o parform any profiing? el
e
downstiesm systems or applications?
Whether you are subject ta the Al Aot as 2 "provider”
ncane FR—
1 del panially T Yes
T
T s
or wademark? T e
o T e
e
) b ' N
h iselis e
Umarket’
with your Uunder o
] U market?™
e
- 3
name o rademark of a thid-party cutside the EU
" R——
i .
Whether you are subject to the Al Act as a “deployer™
ncane Fa—
illyoub usingthe Al sysiem undsr your oun autheris? 1 ves = yau 1 kaly subiea 1 the.

Your obligations as a deployer:

Due to a high-risk Al System:

Due to your selections made above:

Other obligations:

en source)

Yes
High-risk Al system
Deployer

Deployers are inter alia required to (i) comply with the provider's instructions, (i) ensure adequate human
oversight, (iii) retain automatically generated logs for at least six months, (iv) ensure adequate input, (v)
participate in the provider's post-market monitoring of the Al system, (vi) report serious incidents and
certain risks to the authorities and provider, (vii) inform employees if the Al system concerns them, (viii)
inform affected persons with regard to decisions that were rendered by or with the help of the Al system,
and (ix) comply with information requests of affected persons concerning such decisions.

Ensure adequate Al literacy within the organisation.
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And Switzerland?

« We will not adopt the AI Act, but
"only" the (much more generic) Al
Convention of the Council of Europe

TIINWREE

Al Regulation

‘ WL LD q

« Expect small amendments of Swiss
law for the public sector and where
"fundamental rights" apply to the
private sector (draft by end of 2026)

« Rules on semi-automated decisions

TIYYYYTTY

« Obligation to maintain Al inventory
« Additional transparency obligations

« Obligation to assess use cases for
their impact on fundamental rights

13
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My personal recommendations

« Allow your people use Al in day-to-day
work and give them the tools to do so

« Have a permissive, clear policy

« Approved tools only (check contracts and costs!)

« Educate your people in using Al sensibly

« This is for most companies the best assurance

; e https://vischerlnk.com/redinkdemo
to get the most out of AI and avoid big issues

https://vischer.com/redink
« Understand your use of Al

« Assess and understand risks of
Al in general and key projects

« Have an inventory of use cases

Tool overview
Sample policy
and much more
vischer.com/ai
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Thank you for your attention!

Questions: david.rosenthal@vischer.com

Zur!_ch Basel Genf

Schitzengasse 1 Aeschenvorstadt 4 Rue du Cloitre 2-4
Postfach . . Postfach Postfach

8021 Zarich, Schweiz 4010 Basel, Schweiz 1211 Genf 3, Schweiz
T +41 58 211 34 00 T +41 58 211 33 00 T +41 58 211 35 00

www.vischer.com

www.jusletter.ch

David Rosenthal

Der EU Al Act - Verordnung iiber kiinstliche
Intelligenz

vischerlnk.com/3ZkPOYh
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